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Feature Generation

Problem Description

In this study we tackle the problem of money laundering detection in A set of node-level features are generated for each account.
large-scale financial networks. We generate synthetic graph-structured
data emulating a financial system with embedded money laundering
topologies. We employ various Graph Deep Learning techniques and
compare their effectiveness in detecting fraudulent accounts.

Original Graph (Edge Features)

e GAW: geometric average of weights. For weight w’j,-, of neighbors
of node 7 of total degree d(7).

di (i)
GAW (i) = (H wj.)

J=1

e GAW10 and GAW20: The GAW of each node computed for the
largest 10% and 20% of its connected edge weights respectively.

SynthEtlc DataSEt Generatlon e Standardized Node Degree: Where d; is a vector of all node
total degrees in graph G.

dy(i) !

d:(i) — mean(dy)
Std(dt)

e Node Degree (In/Out) and Unique Node Degree (In/Out)
when Graph G is reduced to Digraph and only one edge between

SND(i) =

Graph G(V, E) directed-multigraph with n vertices and m
edges.

* Vertices: Bank accounts ° nodes is permitted.
o
o . : °
Edges: Transactions between accounts o y » Degree Frequency: Node’s Total Unique Degree divided by
* Financial graph-structured dataset generated using . Nodes Total Degree. 4., ()
ut\?

AMLsim. We specify number of normal and anomalous
accounts, types of money laundering topologies, and the
duration of simulation.

4si) = d(?)

e Node’'s Community Edge Density: Communities C(:) of a node
are computed using the Louvain Algorithm [Blondel et al., 2008].
Nodes are given their respective communities' edge density.

B 2+ |Ec()

Vel - (Ve ! — 1)

e Scaled Node’'s Community Edge Density divided by
Community Size.

* Post-processing of generated dataset. Using edge-level
features (transaction amount as weights of the edges),
and node connectivity metrics, we compute node-level
features used for training GNN models.

Money Laundering Topologies

ED(i)

sED(i) = 220

- |VC(i)‘ | :
e A node's (min/max/mean/std./total) transaction amount in. |
3 Fraudulent Transaction
e A node's (min/max/mean/std./total) transaction amount out. .qudulenmmr .client

Graph Neural Network Models And Datasets Data Processing and Model Training Pipeline

Message Passing Neural Network (MPNN) [J. Gilmer et al., 2017] Algorithm 1 Node and Edge Feature Generation
hiﬂ — tanh [ hlO! + Z Qji - hﬂ-@% Input: G(V, FE) > generated dataset from AMLsim
JEN(i) Output: Ay, Ag,el,y > node attributes, edge attributes, edge list, target
Where hﬁ is the [*® convolutional layer for node ¢, ©) and @} are % Ay empty(l‘_/\, 1)
learnable parameter matrices, @j; is an element of the graph shift 3. iv'a‘ppeng(BasmN‘_’deTeSts(c_;(VbE)))E > GPEW, SFd'h]/?eireg
operator for nodes j and 7, and Y., ., is the aggregator function for : Ay .append(CommunityDetection(G(V, E))) > Louvain Vetho
. : 4: Ay .append(TransactionStatistics(G(V, E))) > total amount in, ect..
neighborhood of node 1. .
5: Ag < FE.weights > transfer amount
. 6: el «+ FE.edge_list > [source, target| of shape (|E| X 2)
GraphSAGE [Hamilton et al., 2017] 7: y < node class label > boolean {0, 1}
8: return Ay, Ag,el,y

Graph Convolutional Network (GCN) [Kipf and Welling, 2017]

Algorithm 2 GNN Model Training Pipeline

Graph Attention Network (GAT) [Velickovic et al., 2018]
Input: Ay,Ag,el,y

Graph Isomorphism Network (GIN) [Xu et al., 2019] Output: model

1: K+ 2 > number of neighborhood layers
Datasets N 2: hidden_size <+ Av.num_feat’t{’r‘es > number of node features
Four datasets generated with varying —J————F5-— YA & i Eﬂo_del i%NNMOdel(hlddeH—SI_Ze-;f) o R y
number of anomalous nodes |V4|, number . train, valid, test < random_split(Ayv,Ag,el,y) > random 1ndices splits
of normal nodes Vx|, and ratios of (Enom /Norwal : 0: for epoch do. :
2nomalous to normal nodes. Number of 1 55%/45% 60,215 32,877 27,338 1,076,063 6: model.tra}n(Av,AE,el,y, tra-ln)
nodes remains constant  across  all 2 11%/89% 60,215 6,581 53,634 1,001,080 7 model.valid(Avy, Ag, el,y, valid)
datasets. Only the number of anomalous ° 5%/95% 60,215 3,279 56,936 992,675 8: end for

' 4 2%/98% 60,215 1,288 58,927 986,789 9: return model

accounts and number of edges changes.

Numerical Results

Performance of GNN Models Across Datasets Model Performances on Topology Types Across Dataset Balances GraphSAGE Node Classification Results for Dataset 4

55% anomalous, 45% normal _11% anomalous, 89% normal (20/0 i:':lI“I(‘.‘il‘l"li:':l|(.')I.ISjllr 989% normal)

Dataset 1 ?100 100
55% anomalous, 45% normal E} 80 | i 80 w % TN eey oy
Model (Best Params) Precision T Recall ¥ F1-Score ¥ AUC ¢ § 60 | a0 | B
MPNN, k=5, h=64 95 .95 .95 .94 =
SAGE, k=3, h=64 97 .95 .96 95 g 071 i
GCN, k=5, h=64 .88 .94 91 .90 g 20T 20
GAT, k=3, h=32 90 92 91 89 S 0
GIN, k=3, h=32 95 .90 92 92 % o° @ﬁ,oﬂ‘ & o @ﬁ,ov‘ A
2 % o o
Dataset 2 32 6% anomalous, 94% normal 2% anomalous, 98% normal
11% anomalous, 89% normal > 100 ' | | 100 | | | | '
Model Precision T Recall T F1-Score 1+ AUC 1 § 80 | B .
MPNN, k=4, h=8 87 .80 .84 .89 S on | _ B
SAGE, k=5, h=64 97 71 .86 .88 2
GON, k=3, h=32 83 69 75 84 2 i ‘
GAT, k=3, h=16 93 65 77 82 = 20 | ‘ -
GIN, k=2, h=32 .98 76 .86 .88 © o LI, | | | |
@) 0@{@1 " 431’5‘6( G \!G\B ?‘a{\,\(\ ?,&(\*00& O@ﬁ@i 0@%@,{
Dataset 3 ’ _ @,am@" %0.3:6‘3“#
5% anomalous, 95% normal Money laundering topology type
Model Precision T Recall T F1-Score ©+ AUC 7 Model F1-Score to Dataset Balance Model Training Times
MPNN, k=5, h=64 .93 75 .83 87 1 .
SAGE, k=6, h=8 97 .81 .88 .90 —— MPNN
GCN, k=2, h=8 85 68 76 .84 0 or e SAGE 261 | paeset)
GAT, k=3, h=16 94 .65 7 .82 | _e_gg.? oa | Dataset 3
GIN, k=2, h=16 .98 72 .83 .86 - @\ GIN Dataset £
Y 221
Dataset 4 g 0.85 ng 50 |
2% anomalous, 98% normal 2 S E
Model Precision T Recall + F1-Score + AUC ¢ . 0.8 \e g 18
MPNN, k=5, h=64 .92 .70 .80 .85 - - 16 |
SAGE, k=6, h=8 .95 .76 .85 .88 0.75 | SN
GCN, k=2, h=8 .86 .60 71 .80 \ 147 Red: True Positives (2.31%)
GAT, k=5, h=16 .92 54 68 77 0.7 1ol Yellow: False Positives (0.23%)
GIN, k=2, h=32 98 60 74 80 Green: True Negatives (46.52%)
0.65
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